
 
 

  

 
 

 

 

  

 

  

 

 

 
 

 

   

 

 

Dear Mr Cormann 

CRS  |  Indonesian Tax Hack 

I write further to my previous correspondence 
(list attached). Could you please investigate 
whether the recent Indonesia Tax Hack affected 
CRS data and, if so, issue a statement as you 
did for the Bulgaria Tax Hack a few days after it 
was brought it to your attention? 

 

 

You will no doubt recall that data security, in particular in respect 
of cyber-attacks, had been raised in a letter by the EU data 
protection authorities addressed to the OECD, back in 2016 and 
therefore the data protection and data security implications of the 
CRS are your direct concern. 

 

      

 

 

 

 

 

 

 

 
 

 

 

 

 

 

23 Sept 2024 
 

 
Mr Mathias Cormann 
OECD Secretary- General 
Château la Muette 
F-75775 Paris 
 
Cc: Director OECD Centre for Tax Policy and Administration; 

Council of Europe (T-PD); British and German MPs concerned 

 

 

Indonesia's tax agency probes 
alleged personal data breach 

September 19, 2024 

Indonesia's tax agency is investigating an alleged 

data breach that exposed the taxpayer 

identification numbers of millions of Indonesians, 

including President Joko "Jokowi" Widodo, his 

ministers and his two sons, an official said. 

A series of cyber-attacks have hit Indonesian 

companies and government agencies in the past 

few years, which experts attribute to the 

government's lax protection on personal data. 

The alleged breach follows a ransomware attack in 

June that paralysed several government services 

such as immigration and operations at major 

airports, prompting the government to conduct 

an audit. 

 

 

 

 

 

 

Best regards, 

Filippo Noseda 
Partner 
 
Encl. List of previous correspondence 

 

     

 

 

https://www.reuters.com/world/asia-pacific/indonesias-tax-agency-probes-alleged-personal-data-breach-2024-09-
https://search.oecd.org/fr/fiscalite/transparence/documents/statement-on-the-data-breach-in-the-national-revenue-agency-of-bulgaria.htm
https://www.mishcon.com/upload/files/4%20May%202020%20to%20OECD%20DPC%20%20DPO%20-%202016%20-2019%20Correspondence.pdf
https://www.mishcon.com/upload/files/4%20May%202020%20to%20OECD%20DPC%20%20DPO%20-%202016%20-2019%20Correspondence.pdf
https://ec.europa.eu/newsroom/article29/redirection/document/42942
https://ec.europa.eu/newsroom/article29/redirection/document/42942
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Annex 

Previous correspondence with the OECD regarding the CRS 

 

Data Protection 

1. Letters dated 11 May 2020 (data protection complaint under the OECD Rules)  

2. Letter dated 28 July 2020 (complaint to CNIL) 

3. Correspondence with your predecessor, the former Director of the OECD's 
Centre for Tax Policy and Administration and his Deputy. 

 

Privacy 

4. Letter dated 17 September 2024 (Tax Authorities' Culture of Care tested) 

Data Security 

5. Letter dated 31 May 2024 (Santander Hack) 

6. Letter dated 12 May 2024 (Europol Hack)  

7. Letter dated 19 April 2024 (IMF Global Financial Stability Report) 

8. Letter dated 28 July 2023 (ATO Hack) 

9. Letter dated 26 April 2020 (IDES and CTS) 

Human Rights 

10. Letter dated 10 Aug 2023 (47 German MPs' human rights motion),  

11. Letter dated 4 May 2022 (Exchange with Russia) 

 

 

 

 

https://www.mishcon.com/upload/files/1%20May%202020%20to%20OECD%20DPC%20%20DPO.pdf
https://www.mishcon.com/upload/files/CTS_28%20July%202020%20to%20CNIL%20re%20Schrems%202%20---%20NO%20ATTACHMENT.pdf
https://www.mishcon.com/upload/files/15%20July%202020%20to%20EDPB%20PETI%20CNIL%20OECD%20decision.pdf
https://www.mishcon.com/upload/files/4%20May%202020%20to%20OECD%20DPC%20%20DPO%20-%202016%20-2019%20Correspondence.pdf
https://www.mishcon.com/upload/files/4%20May%202020%20to%20OECD%20DPC%20%20DPO%20-%202016%20-2019%20Correspondence.pdf
https://www.mishcon.com/download/17-sept-2024-to-oecds-secretary-general-re-tax-authorities-culture-of-care
https://www.mishcon.com/download/31-may-2024-secretary-general-oecd-re-santander-hack
https://www.mishcon.com/download/12-may-2024-to-secretary-general-oecd-re-europol-hack
https://www.mishcon.com/download/letter-to-the-eu-and-the-oecd-re-imf-report
https://www.mishcon.com/assets/managed/docs/downloads/doc_3651/28%20Jul%202023%20to%20EDPB%20re%20massive%20ATO%20Hacking.pdf
https://www.mishcon.com/upload/files/26%20Apr%202020%20to%20OECD%20PETI%20EDPB%20TAXUD%20%20ICO.pdf
https://www.mishcon.com/download/10-aug-2023-letter-to-oecd-secretary-general
https://www.mishcon.com/assets/managed/docs/downloads/doc_3652/4%20May%202022%20to%20Secretary-General%20OECD.PDF

